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Introduction 

WhatsApp is one of the world's most popular messaging platforms, making it a common target for 

cybercriminals. Scammers use tactics such as phishing, impersonation, fake giveaways and account 

takeover attempts to steal personal information, money or access to accounts.  

This fact sheet provides practical tips to help you avoid scams and account takeover, and to 

respond effectively in the event of unauthorised account access. 

Protecting yourself against WhatsApp scams and 

account compromise 
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Avoid responding to new unsolicited messages. If the message appears to come from a 

friend or family member, contact the person through another form of communication to 

verify the engagement. 

Do not click on links that people share as these can lead to malware and related 

phishing attempts. Verify messages appearing to come from known or legitimate 

organisations. Use their official contact channels to confirm whether they communicate 

with their clients/customers via WhatsApp.  

Add multi-factor authentication on your account (find out how with WhatsApp's About 

two-step verification). 

Review your Privacy Settings and consider reducing visibility about you (such as your 

status, profile picture, and live location sharing). You can run through the Privacy checkup 

to help strengthen your account. 

Set up a Screen Lock for WhatsApp on your Smartphone (such as FaceID or TouchID) 

under your device settings.  

Control your group privacy settings 

Never share your 6-digit code with anyone when you sign into WhatsApp. 

https://faq.whatsapp.com/2976081889094372/?helpref=topq
https://faq.whatsapp.com/2976081889094372/?helpref=topq
https://faq.whatsapp.com/3307102709559968/?helpref=hc_fnav&cms_platform=web
https://faq.whatsapp.com/143990998547188/?cms_platform=iphone&helpref=platform_switcher
https://faq.whatsapp.com/1131457590844955/?cms_platform=web
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Detecting issues with your WhatsApp account 

  
 

   

  
 

Responding to WhatsApp account compromise 

If you still have access to your account: 

  

 

  

 

  
  

  
 

If you cannot access your account: 

   

  
 

  

  

For additional support or information, contact IDCARE: 

Submit Get Help Form | 1800 595 160 (Aus) | 0800 121 068 (NZ) 

Check “Linked Devices” in your WhatsApp settings to review all the devices linked to your 

account. 

Check messages that you have sent to see if you have any messages you did not send.  

Review your contacts. Often, hacked WhatsApp accounts can include contacts the 

legitimate user does not recognise.  

Change the password and ensure that multi-factor authentication is enabled. Enable 

strict account settings mode to help reduce your vulnerability to account takeover by 

limiting functionality. 

Log out of all computers from your phone that is using your WhatsApp account. 

WhatsApp advises that as soon as you log back in to your account, all other sessions are 

logged out.  

Send a message to your contacts to let them know you are having issues with your 

WhatsApp account and that any requests from you should not be actioned. 

If you have shared sensitive information or documents in previous messages, contact 

IDCARE to speak about the risks associated with these credentials being exposed.  

Follow the steps recommended by WhatsApp 

If you have shared sensitive information in previous messages, contact IDCARE to speak 

about the risks associated with these credentials being exposed.  

Consider whether the compromise may have resulted from a specific event. There may be 

additional accounts that need to be secured, or further steps required to protect yourself. 

It may also be worthwhile contacting IDCARE for advice and recommendations on any 

actions you should take to reduce the risk of further compromise. 

https://www.idcare.org/get_help/help_main
http://faq.whatsapp.com/846698564598022/?cms_platform=web
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Ffaq.whatsapp.com%2F539218963354346%2F%3Fhelpref%3Dfaq_content&data=05%7C01%7Cjenni%40idcare.org%7Cb4e90505ca4d4fdbd30d08da7c033a16%7Cf9d906e6c5d54033a34720a87f8a13eb%7C1%7C0%7C637958650787996547%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=GK%2F5Utu6HOKJaJbuAFggJKi1TUknMuTeDXlPrqwu%2FIM%3D&reserved=0
http://faq.whatsapp.com/1131652977717250

