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- What to do if your business has been breached

Introduction

Businesses that experience a breach may have specific obligations depending on whether the
Privacy Act applies to them, the type of personal data involved, and the risk of serious harm
resulting from the breach. Serious harm does not have to be explicitly financial, it can be
psychological, physical or reputational harm.

Current requirements

A small business is defined under the Privacy Act 1988 (Cth) as one which has an annual
turnover of less than three million Australian dollars (Section 6D(1)). This value is inclusive of
income from all sources and does not include assets held, capital gains or the proceeds of capital
gains (Office of the Australian Information Commissioner OAIC).

If your small business falls under the Privacy Act and experiences a breach, there are obligations
under the Notifiable Data Breach scheme. However, some small businesses qualify for the Privacy
Act irrespective of their turnover and must report a data breach event, these include businesses:

o That provides a health service, or holds any health information, except an employee record;
or

o That disclose personal information about another individual to anyone else for a benefit,
service or advantage; or

o Provide a benefit, service or advantage to collect personal information about another
individual from anyone else; or

o That are contracted service providers for a Commonwealth contract; or

o That are credit reporting bodies (Section 6D(4); OAIC).

What constitutes an eligible data breach?

Unauthorised access or disclosure to personal information, or a loss of personal
information, held by an agency; or

O That is likely to result in “serious harm” to one or more individuals; or

The organisation or agency has not been able to prevent the likely risk of serious harm
with remedial action. (OAIQ)
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https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/organisations/small-business
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/organisations/small-business
https://www.oaic.gov.au/privacy/notifiable-data-breaches/report-a-data-breach
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How to report a data breach?

You should report a data breach to the OAIC as soon as practicable. However, the
maximum amount of time before making a report is 30 days after you believe that you

| experienced a data breach event. This timeframe is provided for the business to assess
the risk of “serious harm” to the individual as a result of the data breach (Section 26 WH
(2)(b)); OAIC)

| You may also wish to contact the OAIC enquiries line: 1300 363 992

What do | notify about?

You must notify the OAIC and any affected individuals of:

[ Your organisation’s name and contact details

A description of the data breach

[
Cd Types of information involved
[

Recommendations of response steps an individual should take (OAIC)

IDCARE can offer your business additional support in drafting and preparing data breach
notifications and supporting impacted individuals.

For additional support or information, contact IDCARE:

Submit Get Help Form | 1800 595 170 (Aus) | 0800 121 068 (NZ)
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https://www.idcare.org/get_help/help_main
https://webform.oaic.gov.au/prod?entitytype=DBN&layoutcode=DataBreachWF
https://www.oaic.gov.au/privacy/your-privacy-rights/data-breaches/what-is-a-notifiable-data-breach
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